Intro to Linux

g 2.2.2 - Account Configuration and Management
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Account Creation and Configuration

Creation of a user leads to several
aCt|OnS anc Conflguratlons to Create @ ~/.profile: executed by the commandinterpreter‘ for login shells.

# This file is not read by bash(l), if ~/.bash profile or ~/.bash login

a Secu re enViron ment tailored to the i5225;3:;r/share/d?c/basIj/examples/startup-files for examples.
user,s neec S. # the files are located in the bash-doc package.

# the default umask is set in /etc/profile; for setting the umask
# for ssh logins, install and configure the libpam-umask package.

* Typically, a Linux system will run S8
a series of shell commands in e e

# include .bashrc if it exists

BaSh upon Startup if [ -f "$HOME/.bashrc” ]; then

. "$HOME/ .bashrc
* The system'’s shell acts as an Boirr Bocdn Boce Bl Beal
interpreter between the user and

the operating system, reading
startup configs and inputs.
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Account Authentication

Prior to Bash running setup and

The options which apply to the command are:

configuration commands a user AW usara o (S STU AR T and causes show statue Tor

must be authenticated on the Bl G e (0 B0 T G it

System account passwordless. '

+ The passwd command is used e e G
when addingauserand setting =/ 0 0 /0
up their password ubuntu@ip-10-15-88-93:~$ sudo useradd Linda

ubuntu@ip-10-15-88-93:~$% sudo passwd Linda

« The command can also be used [l

Retype new password:

to VieW password Statues Set passwd: password updated successfully
C ’ ubuntu@ip-10-15-88-93:~% ls -al
expirations, and more
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Password Directives

* Along with the passwd
command, the chage command

can be used to change the ubuntugip-10-15-88-93:-$ sudo chage Linda
expiration details of a user such T e o e o e R e i e

as the age , expiration warning i ) oo OF D
parameters, and the account s
expiration date E\iizﬁgidEigii;izin[ééi; (YYYY-MM-DD) [-1]: 2025-4-10

ubuntu@ip-10-15-88-93:~$ |}

* The /etc/login.defs file is
associated with an account
when created and sets
password directives

’ CYB=R.ORG



Failed Login Attempts

 The pam tally2 and faillock
utilities allow viewing and
managing failed login attempts
such as locking an account after
SO many attempts
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Data Associated with Authentication

« System users and accounts

ubuntu@ip-10-15-88-93:~$% cat /etc/passwd

created by app||cat|ons are root:x:0:0: root:/root:/bin/bash
. . daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
stored in the /etc/passwd file bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
. . sync:x:4:65534:sync:/bin:/bin/sync
¢ InfOrmathn InCIUdeS games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
b LJE;EBrr]EﬂrT]EB lp:x:7:7:1lp:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
° LJE;EBr Ear](j SJF()L]F) I[) news:x:9:9:news:/var/spool/news:/usr/shin/nologin
. . uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
° F{()rT]EB (j|rE§(:t()r|E§§; proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
° [)EBfEiLJIt E;r]eall LJS;E;(j backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

* The /etc/group file will store
similar data, but with groups
instead
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Data Associated with Authentication cont'd

* In the past, passwords were

so stored in the /etc/passwd

e; however, that has

changed to now being stored pwmsmrrerwre l

a
fi

in the /etc/shadow file, or the  [EREHEE Ak i
/etc/gshadow for group et seegicy sepelctochcenta. cessoe 9833. S0 sencs-sorone
information

 The password will not appear
In plaintext, but is instead

shown Iin a salted, hashed
format
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Environment Configuration

* The /etc/profile file is read
When a user Iogs in and SetS ;bggtgsgﬁé%g{és-g;zgmfugzt;izgﬁgoii{: for the Bourne shell (sh(1))

# and Bourne compatible shells (bash(1l), ksh(1l), ash(1l), ...).

if [ "${PS1-}" 1; then

up the initial environment, | |
SUCh aS System paths, She” lf#[Thz{Eﬁ:_t})asl]'l.ggsl&rc$2?rs':ad3'/=se(gl%zhdel;uﬂ‘egﬂ.

# PS1="\h:\w\$ '

prompts, aliases, and other e 1o

fi

funCtionS EI?.? [ ""id -u™" -eq 0 ]; then

PS1="#
else
PS1="'$ '
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Environment Configuration cont'd

« /etc/skel is a directory that
contains files and directories

that are copied when an ubuntugip-10-15-88-93: 5 1s -la
account is created AR gt e e e
e \When the account is created T i oo oo 333? EZE gg gggg :EZ?EF}:OQOM
J -rw-r--r-- root root eb .profile
these provide the user with a Upintueipi0.1s .53 vecssies | TS
pre-configured, or default,
environment

’ CYB=R.ORG



Bash Configuration

« .bash_profile is initially
executed upon logging in to

GNU nano 4.8 .bashrc
Jlse

=
PS1="${debian_chroot:+($debian_chroot)}\u@\h:\w\$ '

Setup the behaVior and i color prompt force color prompt

environ ment for the BaSh f*I: t:'}épﬁs i: xterm set the title to user@host:dir

She” >(tern.P"I;;llgf\\rfiti:]ﬂ;,${debian_ch root:+($debian_chroot)}\u@\h: \w\a\]$PS1"
 The .bashrc file has the same W

pu rpose bUt iS applied # enable color support of 1s and also add handy aliases

if [ /usr/bin/dircolors ]; then

immediately and Only reqUireS test ~/.dircolors && eval "$(dircolors -b ~/.dircolors)" || eval

alias ls='ls --color=auto'
relaunching the terminal
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